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1. Introduction

1.1 Document purpose

This document, is intended to be used as a concise guide for installing and starting the C-WERK
software package as well as for configuring and using its main functions (video surveillance,
audio surveillance, pan/tilt/zoom devices management).

More detailed information on the C-WERK software package is presented in the link

https://doc.c-werk.com/display/cwerk58en/Documentation

Meet C-WERK, a next-generation open-platform video management software (VMS). Thanks to
exciting innovations from Grundig, the C-WERK platform has reached a whole new level of
performance, reliability, efficiency, functionality and accessibility.

Video surveillance systems based on C-WERK can scale infinitely: there are no restrictions on
the number of video servers, workstations or video cameras. C-WERK also plays well with other
devices and systems.

Support for over 10.000 models of IP devices and 4.500 ONVIF compliant devices is included, as
well as remote access from mobile devices and a web interface.

Security needs of all sizes - from those of large-scale distributed facilities to the smallest sites -
can be efficiently met with C-WERK video management software. Every license includes full,
unrestricted VMS functionality, even on systems of just one camera. Users on tight budgets will
appreciate the free version of the program, which supports up to 4 camera channels.


https://doc.c-werk.com/display/cwerk58en/Documentation

2. Installing the Software Package

To install the C-WERK VMS, run the Setup.exe file with administrator rights.

The following three types of installations are available when installing C-WERK to a personal
computer:

1. Client — This type of installation is used for installing the software's user interfaces,
which enables any user to connect to any server within a single security system and to
perform administration/management/monitoring of a guarded location based on the
permissions granted by the administrator.

2. Server and Client — installs Client and Server services. C-WERK Server:

1. interacts with devices (cameras, microphones, sensors, relays, etc.) that
constitute a security system

writes video footage to archives on system disks; interacts with archives on NAS

hosts VMDA database

employs detection tools to analyze live video

keeps configurations of the security system, user settings, custom layouts,

macros, etc.

3. Failover Server and Client— installs Client and Server services enhanced with the
Failover capability. In emergency (power outage, network problems), the Failover
technology restores the server configuration on another server.
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The following required software is installed, if necessary:

1. PostgreSQL 9.2.2 server database If an older version of PostgreSQL is installed, it is
updated to version 9.2.2. A new log database is automatically created (name: ngp, user
name: ngp, password: ngp).

2. .NET Framework 2.0, .NET Framework 3.5 SP1 and .NET Framework 4.0

3. Acrobat Reader, which is necessary for exporting in PDF format and printing freeze
frames.

4. VLC Player, in the C-WERK installation folder, contains the file VLC.exe, which is a
version of the VLC Player that can be run from any connected disk without installation.
This file can be used to view exported archive video.



3. Licensing the Software package

There are 4 types of C-WERK license: Viewer, Essential, Pro and Premium. Upon installation,
you have the Viewer license.

You should activate C-WERK VMS to utilize the full feature set of the security software package.
You can activate the software by distributing an activation key on the system.

License activation for the C-WERK software package is carried out through the corresponding
utility. Launch the product activation utility using Start menu: Start - All programs - C-
WERK -> Utilities - Product activation.

Activation utility n

C-WERK"

Activation utility

Current license: C-Werk Pro

O Activate
@ Deactivate

@® Advanced mode

It is recommended that you read the activation guide providing step by step activation
instructions.



4. Starting and closing the C-WERK software

Check readiness for operation of the entire communication environment, cameras,
microphones and other system components before starting the system.

To start working with the software, you must perform the following steps:

1. Go to Start - All Programs - C-WERK - C-WERK.
C-Werk's Client will then launch and an authorization window will appear.

CWERK"™ ==

Server name or IP address: SNIEg] v

2. Enter your user name and password and click Connect.
Note:
When logging into the system for the first time, use the user name root, which has
administrator permissions. Enter "root" into the User name and Password fields. The
administrator then needs to configure the system for multi-user access.

If authorization is successful, a video surveillance monitor will be displayed on the screen.

Before closing C-WERK, you need to exit the user interfaces. To do this, you need to do one of
the following:

1. Click the O o Ibutton located under Settings.
2. Inthe Windows taskbar notification area, in the context menu of the C-WERK icon,
select Close window.

When you perform one of these actions, the authorization window will appear. To close C-Werk
(completely exit the client), click Close.



5. Configuring the C-WERK software package

5.1 Create Cameras

You can add video cameras and IP servers to the system by using the IP Device Discovery
Wizard.

Search | ‘
B [ Unsupported devices Parameters of adding devices
[H) A Manually supported devices () Start with default settings
[+ [ Fully supported devices (@) Keep current settings
Devices found (21): Filter: [: (O Start with parameters - Add all
IP address Port Vendor Username Bind to the archive ID Latitude Longitude
192.168.2.101 8 [Gundg o] |[e || Archiv AiceBiue v |[Acto | [ I |
MAC address Mode! Password Recording Name Azimuth E]
not defined |GD-CI-BT12617F v| [e0ee ||| on motion v/ | [Ato | |
IP address Port Vendor Usemame Bind to the archive D Latitude Longitude
192.168.2102 80 [Gundg “] [edmin || [Avchiv AiceBue o |[auto | [o | o |
MAC address Model Password Recording Name Azimuth E]
not defined vl |l.l.l.l. | On mation ~ ‘ Auto ‘ ‘Q |
IP address Port Vendor Username Bind to the archive ID Latitude Longitude
192.168.2.11 80 |Gmnd.g \,| [pdmin || Archiv AliceBlue v {49:-1« J {u | {D |
MAC address Mode! Password Recording Name Azimuth E]
not defined |GD-CI-ATE§837T v| |oounou | On motion - ‘.;L,,-.a ‘ ‘Q |
|P address Port Vendor Username Bind to the archive D Latitude Longitude
1921682110 80 [Gundg “] [edmin || [Avchiv AiceBue o |[auto | [o | o |
MAC address Mode! Password Recording Name Azimuth E]
not defined |GDC-AP4617C | [sesennes || on motion | [Auto | o |

The IP devices are color-coded based on the status of the device.

Color of video camera icon Description
LJa Fully supported device
g Manual configuration required
e C-WERK compatibility not guaranteed

When adding a device, you can immediately set several configuration options, such as:

o firmware version,

e username and password,

e object ID and name,

e archive and recording (non-stop or based on a time schedule).
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In addition, three modes are available for adding a device to a configuration: with the default
settings, with the current settings or custom settings.

To add one device, click the button. To add all devices, click the Add all button.
If an IP device is not shown in the search results (beacuse it is located on another subnet or
contact has been temporarily lost), you can add it manually. To do so, in the neutral-colored

area above the search results, select the type of IP device that you are adding (with or without
edge storage), specify an IP address and port, and select the manufacturer and model.

5.2 Creating Archives

On the base of one server you can create an unlimited number of archives. An archive can be
placed on local disks or on network disks.

You can save a single archive volume of recorded video on each local drive. An archive volume
is a file or an entire logical drive (with the proprietary SolidStore file system).

On network drives, you can save an archive volume only in the form of a file.

To create an archive, go to the Archive tab and click the Create link.

Detection Tools Programming Users Options System log CPU/Neat: 82%/0% 11:04:38

Archive state

Ready

Auto delete

p__J

Filled archive volume

98% :5.80 Gb

Archive size

5.88 Gb

DESKTOP-GKQDKM7 (v]

oo Aicesie |

. Create... CharchiveiceBue afe

Disk C: (218 Gb)

196.09 Gb 5.88 Gb 22.19Gb

[JRead only

Ready (100%)

[ Disk D: (19Gb)

[ |
Used [ free

16.34 Gb 241Gb

Configure the archive as follows: select the archive type, configure archive volumes, click the
Apply button.

Configure the recording as follows: select the cameras, configure recording settings.



5.3 Create and Configure Detection Tools

In the C-WERK software package, several types of detection tools process incoming data:

situation analysis detection tools;
facial recognition tools;
automatic number plate recognition tool;
basic detection tools:
1. Video analytics;
2. Audio analytics;
5. Detection tools embedded in a video camera.

PwwnNpE

You can configure detection in the Detection Tools tab.

@ Devices Archive Detection Tools

f'a DESKTOP-Smith
~-@d 2.Kamera
+ Create...
« 4 Create...
-@4 3.Kamera
-4 Motion detection
+ Create...
+-EC Inputs
4 Create...
-@d 5.Camera
-4 Motion detection
i..,_,_ Create...

S ama s~

{1

1)

To create a detection tool, click Create in the camera's object tree and choose a required tool.

To create Scene Analytics and the Facial Recognition tools, you need to create a respective
object first. You create detection tools on the basis of these objects.

5.4 Configuring Users and Roles

In C-WERK, every user has permissions based on their role.

By default, there is one role (admin) and one user (root). The root user belongs to
the admin role and has rights to configure all components of the video surveillance system. To



add a user with individual permissions, create a new role with the necessary permissions and
then create a new user account.

Roles and users can be added and configured in Settings, on the Users tab.

@} Devices Archive Detection Tools Programming Users Options

Basic
Name User5
v Additional
Comment
v Basic
Date of creation 5/24/2018 11:25 AM
c—a--ﬁg Rolel Role . Rolel
..... % User3 User e-mail
..... ™ Userd v LDAP
? Catalog
----- ﬁ Create... Vv Security
= 22 admin Password
i ® root Simultaneous connections limitation
E Create... me
----- + Create...

There are two types of users: local (stored in the Server database) and LDAP.

Roles configuration involves setting group and individual permissions for users' access to
various system settings, features and hardware.

You can assign a role to a user and set permissions for the role.

5.5 Create and Configure Layouts

You can create and configure custom layouts for any user. Log into the Server under the
appropriate user name and configure the layouts for that user.

New layouts are created based on standard layout types.
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https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol

You can add video camera tiles and information boards (dashboards) to a layout. You can also
attach a map, that will be automatically displayed when you switch to this layout.

11:16:29 26.01.2

11:16:23
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